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Lab - Researching RFCs

Objectives
Part 1: RFC Editor
e Navigate to the RFC Editor.
e Search for RFCs using keywords.
e Find RFCs by status.

e Search for humorous RFCs.

Part 2: Publishing RFCs

Background / Scenario

Request for Comments (RFCs) were created by Steve Crocker to help record notes on development of
Advanced Research Projects Agency Network (ARPANET) in 1969 and eventually evolved into an official
collection of memorandum that describes topics that are mainly related to the Internet and the TCP/IP
protocol suite. Today the RFCs are managed by the IETF. There are currently over 6,000 RFCs, and the
complete list is available at http://www.ietf.org/download/rfc-index.txt.

In this lab, you will learn how an RFC is published today by IETF. Additionally, you will also identify a few well-
known RFCs that are used in your network. You can also find a few non-technical RFCs that can provide
information or engineering humor.

Required Resources

Device with Internet access

Part 1: RFC Editor

RFCs started as a collection of memorandum on the development of the first Internet (ARPANET). In this
collection, only a few RFCs are considered as Internet standards. Most of the RFCs describe experimental
protocols. Some of the RFCs are only informational. The main purpose of RFCs is to stimulate comment and
discussion.

Step 1: Navigate to the RFC Editor.

All the published RFCs are available for access at http://www.rfc-editor.org. The RFC Editor is an RFC
repository maintained by the IETF.

At the top banner of this page, you can click any of the links, and these links direct you to the different
searches, databases, and information. A link to IETF HOME is also included within this blue banner.

After an RFC is located, you have access to the full text of the document.
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Step 2: Search for RFCs using keywords.

a. Open a browser and navigate to http://www.rfc-editor.org. On the RFC Editor Homepage, you can search
and retrieve RFCs and other information related to the Internet.

RFCftf ¢ iomepage
RFC-ED NEWS RFC RFC RFC I-D IETF
HOME =2 DATABASE SEARCH ERRATA SEARCH HOME

RFC (Request for Comments) series
ISSN 2070-1721

Finding and Retrieving RFCs, etc. Contains technical and organizational documents
about the Internet, including the technical
e Search for an RFC and its meta-data specifications and policy documents produced by

the Internet Engineering Task Force (IETF).
¢ Bulk retrieval of RFCs and meta-data

RFC Editor
e Official Internet Protocol Standard RFCs

Funded by the Internet Society to edit and publish
® Get RFC text by status (Proposed Standard, | RFCs online. The RFC Editor maintains the master
Draft Standard, etc.) repository of RFCs as well as RFC meta-data,
which can be searched online. The search results
inchude the meta-data, links to the RFC text itself,

® Most recent RFCs published
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b. Inthe Finding and Retrieving RFCs, etc. pane, these links can help you search for RFCs using different
methods. The Search for an RFC and its meta-data link displays a list of RFCs after inputting your
search parameters, such as number, author, title, or keyword. The word, pop, is used in the following

example.

bop | searon

0]

o Based on your search of [pop] in the All Fields field 31 matches were found
- Below you will find matching items I through 25

STD0053 |Post Office Protocol - J. Myers, M. Rose [May 1996 [ASCII |Obsoletes
RFC1939 |Version 3
REC6511 [Non-Penultimate Hop Z. Al G. February |ASCII ROPOSED
Popping Behavior and Swallow, R. 2012 STANDARD
Out-of-Band Mapping for |Aggarwal
RSVP-TE Label Switched
Paths
RFC6186 [Use of SRV Records for  |C. Daboo [March ASCII PROPOSED
Locating Email 2011 RFC1939, STANDARD
Submission/Access RFC3501
Services
RFC6105 IPv6 Router E. Levy-Abegnoli, [February |ASCII INFORMATIONAL
Advertisement Guard G. Van de Velde, (2011
C. Popovici, J.
Mohacsi

Look for Post Office Protocol

RFC is also an Internet standard, as indicated by the STD number in the Number column.

— Version 3 in the list. The associated RFC number is RFC 1939. This

After an RFC is published and assigned a number, it cannot be changed and the RFC number is never
used again for a newer RFC. For example, in the More Info column, RFC 1939 has made the previous
RFC 1725 obsolete. The information in RFC 1725 has not been modified, but it has been replaced with
the information from RFC 1939. RFC 1939 has been updated by RFC 1957, RFC 2449, and RFC 6186,
as indicated in the More Info column. If you click any of these links, the full text of the RFC displays.

Refer to the Status column and locate the Proposed Standard status. They may be technically sound,
but require further testing and validation.

Refer to the Status column and locate the Informational status. Informational RFCs can be anything
from technical to humorous. For example, RFC 0035 (Network Meeting) provides an insight into the
development of a network protocol in the early days of the Internet.
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Step 3: Find RFCs by status.
To find a list of RFCs that are either Internet Standards (STD) or by their status, perform the following tasks:
a. Navigate back to the RFC Editor Homepage.

b. Click the Official Internet Protocol Standard RFCs link in the left column. You will find a list of official
standard RFCs followed by other RFC status lists. Each RFC link leads to the full RFC text.

Official Internet Protocol Standards

This page shows the current definitions of STD and BCP numbers. It also lists those standards-track and
BEST CURRENT PRACTICE RFCs that have not been obscleted, as well as current
EXPERIMENTAL and HISTORIC RFCs.

RFC numbers more recent than Nov 2007 are starred.

Results are as of Nov-15-2012

| Standards Ordered by STD £ | Standards Ordered by RFC #

| Draft Standards

| Proposed Standards
| Best Current Practice by BCP £ | Best Current Practice by RFC £

|Ex[.m' ental RECs
| Historic RFCs

B Return to Finding&Retrieving Page ) Go to RFC Editor home page

|4 STANDARDS Ordered by STD > Back to Top

Mnemonic ~|Title IRFC# |STD#
— | [Reserved for Assigned Numbers. See RFC 1700 and RFC 3232,] ke 2
l -------- ‘Reqm'rements for Internet Hosts - Communication Layers |ﬂ |3
[ -------- ‘Requiremmts for Internet Hosts - Application and Support |@ |3

Step 4: Search for humorous RFCs.

Engineering humor can also be found in the RFCs, such as RFC 1300 (Remembrances of Things Past). An
Internet search engine can be used to find information on RFCs.

a. Search the Internet for “engineering humor rfc” to see more examples of whimsical RFCs. What did you
find?

b. Search for RFC 2795. What is the subject of this RFC?

What company does the author of this RFC work for?
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Part 2: Publishing RFCs

The late Dr. Jonathan Postel maintained and managed the archiving of RFCs for 28 years (RFC 2468).
Today, RFCs are a collection of documents published and managed by IETF. IETF is a large, open,
international community of network designers, operators, vendors, and researchers related to the Internet and
the Internet protocol suite.

Anyone can submit a proposal to the RFC Editor for possible publication. The proposal is initially published as
an Internet-Draft (I-D). After review by the community and if it is approved by an RFC Editor, it will enter the
same publishing process as IETF submission. For more details regarding independent submission, see
http://www.rfc-editor.org/indsubs.html.

For proposals that may become Internet Standard or Best Current Practice and some Experimental or
Informational RFCs, these submissions are published as Internet-Drafts. The Internet-Drafts are made
available for informal review and comments. The Internet-Drafts have no formal status, and they are subject
to change or removal at any time. They can be found at http://www.rfc-editor.org/.

a. Navigate to http://www.rfc-editor.org.

b. Click I-D SEARCH at the top of the Homepage, and then click SEARCH. This will display a list of the
current Internet-Drafts.

In te,%%ﬁwﬁ Engine -

All Fields

o Based on your search of [] in the All Fields field 2149 matches were found
- Below you will find matching items 1 through 25

———-_
draft-ietf-6lowpan- Transmission of IPv6 Packets over Johanna Nieminen, Teemu 6lowpan |12-Oct-12
BLUETOOTH Low Energy Savclainen, Markus Isomaki,
Basavaraj Patil, Zach Shelby,
Carles Gomez
draft-ietf-6man- Applicability Statement for the use of  |Gorry Fairhurst, Magnus 6man  |22-Oct-12
zero-07 IPv6 UDP Datagrams with Zero ‘Westerlund
Checksums
(= (e = e = e

The list of results provides links to the full text of the I-Ds and other useful information. The Source
column lists the Working Group with IETF that is responsible for the draft. As an example, 6man is a
Working Group that submitted multiple drafts. To find out more information about this Working Group,
click IETF HOME at the top of the results page.

c. After arriving at the IETF Homepage, click WG Charters in the left column, listed under Working Groups.

The Active IETF Working Groups page displays. The IETF Working Group’s (WG) primary function is to
develop IETF specifications and guidelines. Many of these specifications and guidelines are intended to
become standards or recommendations. By scrolling the page, you see a list of Active Working Groups in
different development areas for technology related to networking. The 6man Working Group can be found
listed in the Internet Area. This working group is responsible for maintenance and advancement of the
IPv6 protocol specifications and addressing architecture.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 5 of 6


http://www.rfc-editor.org/indsubs.html
http://www.rfc-editor.org/
http://www.rfc-editor.org/

Lab - Researching RFCs

d. Click 6man to view the complete list of current proposals and other information for this Working Group.

After the I-D has received significant community review and is considered useful, stable, and well-
understood by the community, it should become a Proposed Standard. The full text of the Proposed
Standard can be found by searching in the REC-Editor. The Proposed Standard may become an Internet
Standard after significant implementation and successful operational experience.

Note: Only a few RFCs published by IETF will become Internet standards.

Reflection

1. Why are RFCs important for Internet standards and history?

2. What are the advantages of RFCs as a collaborative effort?
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